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ABSTRACT

Researchers are increasingly facilitating qualitative research stud-
ies online. While this has made research more accessible for par-
ticipation, there have been notable encounters with “fraudulent”
participants. By fraudulent, we refer to individuals who are decep-
tive about meeting the inclusion criteria, their identity, or experi-
ences. Fraudulent participants have generated new challenges for
researchers who have to interact 1:1 with these individuals, face
ethical dilemmas on appropriate next steps, diagnose and prevent
the issue from happening again, and deal with their own identity
as a scholar. In this study, we interview 16 HCI researchers to un-
derstand and learn from their experiences. We contribute: (1) an
understanding of how HCI qualitative researchers deal with fraud-
ulent participants; (2) a guide for qualitative HCI researchers on
how to handle fraudulence; and (3) a reflection on how the HCI
research community might better improve our science and training
efforts.
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1 INTRODUCTION

Online research has become prevalent because it carries many
advantages that make it a good (or in some cases, better) fit for
a wide range of research contexts [13]. Researchers can engage
more diverse sets of participants compared to local recruitment and
provide a more equitable experience for those with limited abilities
or resources to travel to study sites [16, 29, 42]. Remote studies
can enhance understanding, increase accessibility, and streamline
data collection with screen sharing, recording, closed captioning,
and automated transcription tools. While there has been debate on
whether adopting online-based approaches has impacted the ability
to collect rich and highly contextual qualitative data [74], studies
have supported their effectiveness, pragmatics, and efficiency [4].
Within the Human-Computer Interaction (HCI) community,
there has been increased interest in research over video confer-
encing technologies, which in turn called for reflecting and recon-
sidering how the research community thinks about study design
and ethics [39]. This paper builds on this call to examine how fraud-
ulent participation is experienced and handled among qualitative
researchers in HCI. We are primarily motivated by our own expe-
riences as HCI researchers conducting qualitative research online.
All doctoral student authors in the years since the onset of the
COVID-19 pandemic experienced deceptive or suspicious individu-
als in our research studies, making us question the validity of our
research and our capacity to do research. This in turn led us to seek
resources to improve our study design, clarify our understanding
of appropriate next steps, and learn from other HCI researchers.
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During this process, we found much of the research around
fraudulent participation in qualitative research exists mainly in
the health and social sciences domains (e.g., [19, 24]), with little
known on how HCI researchers interact with and respond to this
phenomenon. Roehl and Harland [62] and Ridge et al. [61] con-
firmed and supported our experiences by introducing the notion of
“imposter participants,” individuals who were dishonest and faked
their identities and experiences. In health research, such incidents
were attributed to individuals wanting payment or access to not-yet
available treatments [24]. Based on these reported cases, and from
our own experiences, we highlight how to address fraudulence in
HCI research to decrease the potential impact of qualitative data
integrity and harm to populations whose stories and experiences
get misrepresented.

We also point to how an understanding of fraudulent participa-
tion is crucial for the HCI community because of the danger it poses
to researcher well-being, in addition to research quality. Qualitative
researchers, by the nature of their role, take on an active role in
the research to directly interact with participants and facilitate
research activities in every stage of research. This puts qualitative
researchers front and center, obligating them to make decisions
on how they interact with, respond to, and overcome fraudulent
experiences.

Therefore, to provide insights into how to improve knowledge
about fraudulent participation in HCI qualitative studies and how to
prepare qualitative researchers for these experiences, in this study,
we focus on three research questions:

e How do qualitative HCI researchers identify fraudulence?

e What is the impact of fraudulent experiences on a researcher?

o What strategies do researchers employ to handle or mitigate
fraudulence?

To answer these research questions, we conducted semi-structured
interviews with 16 qualitative HCI researchers with diverse research
experiences. Participants shared their fraudulent encounters, re-
counted their strategies for identifying and handling such experi-
ences, and shared how these experiences impacted their personal
and professional wellness. We brainstormed with participants about
potential institution- and research community-level actions and
open questions in response to these incidents.

This paper makes three contributions:

(1) an empirical understanding of how HCI qualitative researchers
experience and respond to fraudulent participation across
research contexts and institutions;

(2) a guide for HCI qualitative researchers on how to handle
fraudulence; and

(3) considerations and suggestions on how the HCI commu-
nity can collectively improve training, mentoring, and trans-
parency while maintaining researcher well-being and data
integrity.

2 BACKGROUND

Fraudulent activity or behavior in research studies is when study
respondents (eligible or ineligible) sign up for participation, either
for personal gains or nefarious purposes [7, 67]. Other forms of
fraudulence do exist, especially from the researcher’s side when
there is misrepresentation of work or stealing of credit [53]. In
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this work, we focus on instances of fraudulence occuring from the
participant’s side.

Prior work operationalizes suspicious respondent behavior in
numerous ways. Jones and colleagues [31] use the term “fraudulent
participants” to describe individuals who complete tasks inappro-
priately and whose data is untrustworthy [63]. Roehl and Harland
[62] use the term “imposter participants” for individuals who exag-
gerate, intentionally mislead, and fake information for participation
in studies. The term “catfish” is also used for fake representation,
however, its use is mainly in contexts of online dating vs. research
studies [37, 62].

In our work, we understand fraudulence as (1) being character-
ized by a range of problematic behaviors comprising of, but not lim-
ited, to those already reported by these prior studies [31, 37, 62, 63],
(2) being capable of adapting to different study designs with an in-
tent to be dishonest or deceptive, and (3) causing harm in a research
setting. The “harm” caused by fraudulence is key to its understand-
ing and discussion. The first harm is to the integrity of the research
results as they may be informed by false responses and data that is
not representative of the target populations [24, 31, 65]. The sec-
ond type of harm is to “real” or well-intentioned participants, who
may find themselves in situations like focus groups where they
are sharing confidential information about themselves next to an
imposter or a fraudulent participant [67]. The third type of harm is
to researchers, who have to diagnose what went wrong and figure
out how to proceed in a way that is fair and protective of human
subjects [61]. Researchers also often have to manage any setbacks
to the research itself and their growth as a researcher.

Historically, such forms of fraudulence began from quantitative
studies, such as online surveys, where an individual taking a survey
could maintain their anonymity and misrepresent their answers
and experiences. For instance, some of the common instances of
survey-fraud are submitting duplicate entries [38, 67], providing
misinformation [5, 59], or using automated systems (known as
"bots") and other actors [17, 56] to meet study criteria. To mitigate
survey fraud, common measures that are currently in use are at-
tention checks, quality assessment tools, reCAPTCHA, permitting
only one entry per IP address, and bot detection software [31, 57].
Additional measures, such as gatekeeping the survey link [31], have
also been recommended to ensure that only authentic, pre-screened
individuals can access the survey. Although we acknowledge fraud-
ulent participation happens in quantitative studies (e.g., surveys
[58, 76] and social media research [10, 75]), based on the scope of
the study presented here, we focus on fraudulence in qualitative
studies.

Since qualitative research has become increasingly online [14,
39, 44], similar to online surveys, participants can take part in
research without in-person interactions. Online qualitative studies,
such as online interviews or focus groups, also have limitations
when it comes to social cues that help contextualize participant
identity and experiences. For example, video-based interviews may
only afford a "head and shoulders" view [74] and not be telling of
body language and movements. This has contributed to fraudulence
becoming especially prevalent in recent online qualitative studies
[55, 61, 62]. This is not to say that fraudulence did not take place
in qualitative research before; for instance, Flicker’s 2004 study
details the researcher’s experience interacting with a youth living
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with HIV and encountering a situation where the youth’s story
did not make sense [19]. Online qualitative studies have simply, as
an unfortunate side-effect, made participation more accessible to
fraudulent individuals in addition to well-intentioned participants.

Furthermore, the relative newness of these incidents, either in
their reporting or occurrence [3, 61, 62, 65], highlight the need for
better guidelines or best practices among researchers and ethics
review boards. In Roehl et al. [62] ’s work, they detail their ex-
periences from a singular study and produce strategies to reduce
imposters and fraudulent actors in various stages of the research
process. In contrast, we take a systematic approach, specifically
targeted at HCI researchers across different experience levels, to
investigate how pervasive these incidents are and what the HCI
community can do to share strategies and support researcher train-
ing. In doing so, we also aim to gain additional insights on the third
type of harm, that to the researcher, whilst conducting research.
For instance, how do fraudulent encounters impact researchers
personally or professionally during a research study?

We also examine the ethical implications of assessing partic-
ipants for fraudulence. For instance, Jones et al. [31] argue that
qualitative data is rich in detail and hence is easier to spot fraud.
However, as Ridge et al. [61] present, “just because a participant
does not provide a detailed description, does not necessarily mean
they are an imposter”. So how do researchers say for certain there is
foul play? Additionally, research activities are supposed to enable
participants to feel respected and empowered whilst sharing their
stories [2] and as qualitative researchers, there is an innate desire
to take participants at their word [65]. Therefore, if fraudulent
incidents and encounters were to increase, what tensions would
arise from qualitative researchers taking a more critical eye towards
participant accounts?

Finally, when there is suspected fraudulence, how do qualitative
researchers manage compensation and reporting? For surveys with
quantitative measures, there are established guidelines on how to
handle outliers [65] and determine whether the data should be
discarded if it does not meet a certain standard. Flicker’s 2004 [19]
work, based on a suspicious respondent in qualitative public health
research, suggested exclusion, selective inclusion, or inclusion of the
data based on study contexts and discretion. However, when making
decisions related to the inclusion of possibly compromised data,
there is a risk of participant misrepresentation — "when the views
and voices of previously silenced or overlooked populations, such as
marginalized or disadvantaged social groups, are misrepresented"[3].
In a highly interdisciplinary field like HCI, where there are diverse
user groups, how can research integrity decisions avoid propagating
biases and stereotypes through participant misrepresentation?

In this paper, we contribute to advancing the knowledge gap on
how qualitative researchers handle, cope, and learn from fraudulent
encounters. We discuss the implications of fraudulent encounters
for research integrity, ethics, and training efforts. We also build on
HCT’s rich history of researchers sharing their experiences [1, 21]
and examining HCI methods [8, 28] to improve scholarship.

3 METHODS

We conducted 16 semi-structured interviews to understand how
HCI researchers experienced "fraudulence” in qualitative studies.

CHI ’24, May 11-16, 2024, Honolulu, HI, USA

We examined how they identified fraudulence, how it impacted
them as researchers, and how they learned to cope, adapt, and
navigate challenges arising from these encounters.

3.1 Recruitment

We sought to recruit a range of early-career and experienced re-
searchers who self-reported some form of fraudulent behavior from
their qualitative study participants. In our recruitment material, we
avoided defining "fraudulence” as a contained phenomenon and
instead provided examples derived from our own interactions with
fraudulent participants. The goal of this step was to leave it open-
ended and elicit a range of responses that provide nuance and detail
to how fraudulence can occur. We recruited participants online by
sharing recruitment flyers on social media and through our personal
contacts and research network (word-of-mouth). The recruitment
flyers linked to a screener survey that collected demographic in-
formation and context on the incidents. A key consideration we
made whilst designing the screener was to include a validity check
of the respondents to ensure they were not fraudulent. The validity
check required that participants provide an email address from their
affiliated institutions (e.g., workplace or school) and their preferred
contact email. We only contacted researchers who entered their
affiliation information.

Overall, 216 people started the screener, 149 people completed
the screener, and 101 people provided a fraudulent affiliation email
address. All responses, upon passing the validity check, were anony-
mized. Responses that did not meet the validity check were dis-
carded. A limitation of this method was that participants, in theory,
could provide an affiliation email belonging to someone else. We
did not email to double-check this and maintained our promise
of anonymity. To our knowledge, none of the researchers we in-
terviewed were fraudulent or deceptive about their identities or
experiences. We sought to balance researcher experience and thus
invited 18 potential researchers for an interview and ultimately en-
rolled 16 researchers. Indiana University’s review board approved
all study procedures.

3.2 Participants

We interviewed 16 HCI researchers, of which seven held senior re-
searcher, project lead, post-doctoral, and professor positions. There
were nine PhD/Masters-level students, and one was a Research
Coordinator. For clarity, in this paper, we refer to study participants
as Researchers throughout. This was done to avoid confusion with
their descriptions of their own study participants when talking
about fraudulent incidents they experienced. All Researchers are
denoted with an "R" alongside their numbers (i.e., R01, R02).

All Researchers were both located in and conducting research
within the US. Researcher affiliations were distributed across 10
universities, one research center, and one major tech company. 12
Researchers identified as female, three as male, and one chose not to
disclose their gender identity. Eight Researchers self-reported their
race as White/Caucasian, three as mixed race, three as Asian/Pacific
Islander, one as Hispanic/Latino, and one chose not to disclose race.
Refer to Table 1 for the complete participant list and demographic.



CHI ’24, May 11-16, 2024, Honolulu, HI, USA

Panicker et al.

Table 1: Interview Participants N= 16

D Title/Position Affiliation Gender Race/Ethnicity

RO1 PhD Student Academia Woman White/Caucasian and Asian/Pacific Islander
R02 PhD Student Academia Woman Asian/Pacific Islander

RO3 PhD Student Academia Woman White/Caucasian and Hispanic/Latino
R04 Research Coordinator Academia Did Not Disclose White/Caucasian

RO5 PhD Student Academia Man White/Caucasian and Hispanic/Latino
RO6 PhD Student Academia Man White/Caucasian

RoO7 Master’s Student Academia Man Asian/Pacific Islander

R08 PhD Student Academia Woman White/Caucasian

R09 PhD Student Academia Woman White/Caucasian

R10 UX Researcher Industry Woman White/Caucasian

R11 Assistant Professor Academia Woman White/Caucasian

R12 Postdoc Academia Woman Did Not Disclose

R13 Assistant Professor Academia Woman Asian/Pacific Islander

R14 Research Project Leader I Industry Woman White/Caucasian

R15 Assistant Professor Academia Woman Hispanic/Latino

R16 Assistant Professor Academia Woman White/Caucasian

3.3 Study Design

All 16 semi-structured interviews were conducted remotely on
Zoom. Researchers provided consent to being audio-recorded. Each
interview lasted between 33 and 82 minutes, averaging 62 minutes.
We collected a total of 992 minutes of audio recording. All inter-
views were first transcribed using Otter.ai ! and then anonymized.
Participants were compensated with a $30 Amazon Gift card for
their time.

We developed our interview protocol to collect Researcher sto-
ries and experiences about experiencing fraudulence. We followed
up Researcher stories with specific detailed questions about fre-
quency of occurrence, recruitment method, and study design. The
interview protocol also included (1) challenges that were identi-
fied/experienced; (2) impact on the researcher and the research
study; (3) speculations on what was triggering the incidents; and
(4) strategies taken to combat or mitigate fraudulence. Additionally,
we explored how researchers defined or operationalized these inci-
dents and asked speculative questions on the future of technology
and how they envision research community support when handling
fraudulent participants. For researchers we identified as senior or
experienced researchers, we included probing questions on how
they provided training or social support to early-stage researchers
they supervised or collaborated with.

3.4 Data Analysis

Corrected and anonymized transcripts of the interviews were up-
loaded to a textual analysis tool, the Saturate app 2, for collaborative
qualitative coding. Six study authors performed open coding on
the first three interviews and then met to discuss and refine the
initial codes. These were then put into a codebook to ensure that
all authors had a common understanding of the codes used, elim-
inate duplication, and organize emergent themes. This codebook
was updated as the data analysis progressed. Each interview was
individually coded by a minimum of two of the study authors. Data
collection continued until data saturation - "the point in data collec-
tion and analysis when new information produces little or no change
to the codebook" [26].

!https://otter.ai/
http://www.saturateapp.com/

3.5 Researchers’ Positionality

We acknowledge that the research team comprises junior, mid-
career, and senior researchers in HCIL. Although the research team
currently conducts research primarily within the United States, our
education and training were received worldwide. Among the re-
searchers, five graduated from universities in Asia and started their
doctoral programs in the USA. The rest of the research team had
their education from universities in the USA. Six junior researchers
separately experienced fraudulent participants for the first time
while conducting qualitative research studies (i.e., interviews and
collaborative workshops) online. Although the senior researcher
occasionally had some fraudulent participants early on in their
20-year career, in the last three years, they have had to change
how they mentor students to design studies and analyze data in an
attempt to understand data providence and quality.

4 FINDINGS

In the following sections, we present findings on researchers’ expe-
rience encountering, facing, and handling fraudulent participants
in qualitative research. First, we describe how researchers iden-
tify fraudulent participants — specifically, what characteristics and
actions stood out to them as strange or inconsistent. Second, we
describe how fraudulent experiences impact researchers at per-
sonal and professional levels. Lastly, we describe the strategies
researchers employ in handling such incidents, especially across
various stages of the research process.

4.1 Identifying fraudulent participants

Researchers talked about how they started noticing patterns after
a few incidents where it was likely that the participant was pos-
sibly fraudulent. These included untrustworthy characteristics in
participant-provided data, behavioral inconsistencies, uncoopera-
tive behavior, and the Researcher’s gut instinct that something was
not right.

4.1.1 Suspicious-seeming names and emails. While recalling their
interactions with fraudulent participants, Researchers shared that
they encountered fake or phony-seeming information filled into
the screener survey. For instance, R07 described a recurring pattern
of common names and random-looking emails among fraudulent
participants:
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“So another commonality, that I've seen in these fake re-
sponses, you get really fake sounding names like ‘Grace
White’ being on the phone [referencing a prior incident].
And also, a lot of the emails have a format of first name,
last name couple of letters @gmail.com.” -R07

Researcher RO1 similarly recounted an incident where she had
already determined the participant to be untrustworthy (based on
other evidence-supported factors), but noted how their identifying
information also appeared to be fake or made up. R01 also expressed
that the name could technically belong to someone, but in the con-
text of fraudulence, a common-sounding name in conjunction with
other falsified-looking information (e.g., email format, inconsistent
survey, or session responses) was a red flag.

“It’s like I said, the numbers or the emails are too sim-
ilar. Or maybe this one sounds counterintuitive, but I
realized that some of the fake emails are these very
straightforward ones, where they’re like, my name is
Jerry Smith. And you would think, okay, that’s like a
real name, it works out. But usually those people end
up not being real participants.” -R01

4.1.2  Lack of study context and knowledge. Researchers detailed
that one of the most evident characteristics of fraudulent partic-
ipants was their inability to answer questions with any level of
depth or specificity. For instance, Researcher R03 mentioned how
one participant’s answers deviated significantly from the norm.
When probed further, they could not provide additional detail or
clarifications.

"One participant, I went through with the whole in-
terview, but they had trouble answering a lot of the
questions. So I asked, 'How often do you go to [care
practice]?’. The response was, ‘Oh, I go three times a
week’ I'm like, "Wow, three times a week." I didn’t ex-
press that to them. But for me, that’s a lot. People usually
go once a week, max twice a week, if they are in a re-
ally severe position, right? Or if they are hospitalized,
and they need to go more. So like, this person could be
lying. They don’t know how [care practice] works....
When I tried to get more information from this person,
on why those [reasons], they couldn’t really give me
much." -R03

Researcher R06 also experienced the same and described how in
his case, he tried to ask for more specific details on the individual’s
participation in a a study-specific experience and was met with
vague and generic responses.

"I asked her [a participant] questions, and she just had,
like, zero responses or context for what the study was.
And then, when I pushed, and asked some follow-up
questions. She was visibly confused and gave me re-
sponses that were entirely irrelevant to the thing I was
asking about. So I've described the [study context]. So
I asked, you know, a pointed question about her par-
ticipation in that [experience]. And she said, Oh, yeah,
I love [experiences], like I [engage in that experience]
with my friends. And I was like, great, but what about
this one? And she didn’t know what it was. " -R06
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4.1.3 Mismatched Information. Another way researchers deter-
mined fraudulence was when there was a clear mismatch of what
participants said during study sessions with information collected
or tracked prior to the session. In the case of Researcher R01, she
noted how people would accidentally reveal their actual birth years
when asked again suddenly during the session, not realizing or
forgetting that they had put in some false information beforehand.

“So I look at the spreadsheet. And then I started asking
people, at the very beginning of the interview, before
we start recording and everything. Like what year they
were born, some people, I guess, aren’t clever enough to
remember that they’re lying about their age. So they
accidentally say the real year they were born, or they
have to really think about it. And it’s still always awk-
ward, because it’s just like, Okay, well, that’s not what
you said on your screening application” ~R01

Similarly, Researchers R05 and R03 became suspicious when in-
dividuals they interviewed revealed different names from what they
had indicated during screening. R03 noted the name displayed on
Zoom was different, with the individual explaining it as being their
roommate’s Zoom account. R03 was not in a position to question
that; however, it added to the list of things that were off about that
interaction.

“And then my collaborator started the interview with
this person. And immediately, right off the bat, gave a
different name from what they had registered with on
either form. And so that was like the confirmation that
this genuinely was not a real person.” -R05

“The first participant that I interviewed.. another thing
that was different is that their email was like Henry
something and in the end their name was something else.
They were like, ‘'Oh no, I'm Paul, this is my roommate’s
Zoom.” which okay happens so that was another thing
where I can’t say ‘oh, they’re lying.”” —R03

Researchers also used location and IP address mismatches to
detect fraud. For instance, R15 and R03 were recruiting participants
from the United States only, but found through IP information
collected by Qualtrics® that individuals were taking the survey
from other parts of the world and trying to represent themselves
as being located in the US.

“And so when I checked the database, it told me, it tells
me their location. And her location was in Africa. And
so, she was not supposed to be in this study because the
study was only US-based. So that’s how I detect some
participants.” -R15

“In the screening survey, because I used Qualtrics, I could
see people. First, I had a spreadsheet where I copied some
of the information. Maybe they said they were in the
United States, but the IP address map showed them
somewhere else in the world. So I was like, 'Okay, 1
cannot use this person.”” —~R03

4.1.4 Resistance and uncooperativeness. Some researchers expe-
rienced participant atypical behavior, resistance, and a general

Shttps://www.qualtrics.com/
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uncooperativeness toward study requirements. In many of these
cases, it was challenging for researchers to say for sure that it was
fraudulent behavior, but when combined with other factors, it stood
out to researchers. For Researchers R12 and R07, an individual’s
resistance or reluctance to turn on the video, considering their
unique study contexts or requirements, struck them as strange.

Researcher R12 expressed that although some participants kept
their video off, a participant’s choice and language made her doubt
their trustworthiness.

“For accessibility purposes, we didn’t have a strong re-
quirement that someone has to have their video on. So
they did not turn on the video, they talked through chat.
Again, this is not an uncommon practice because often
Deaf people use chat for communication. I asked them
if they would rather prefer to have ASL interpreters,
which they strongly was against. So that again made
me doubt if they are being dishonest about their dis-
ability. And also some of the languages they use. So, for
example, they use the term crippled to describe their
collaborator, and I know that recently crippled is some-
thing that is maybe considered to be almost a slur in
terms of disability, so it’s not encouraged for people to
be using that term. And so that again, made me, kind
of, you know, question if they are being dishonest about
their experience” -R12

For Researcher R07, his usability testing study required that
participants be able to use video and screen sharing. Despite this
being a requirement, some participants did not want to turn on
their video or did not log in through a computer. R07 also clarified
that this alone was not what made them fraudulent, but it was an
indicator.

“So after having to go through the two fake partici-
pants, the commonalities between the two would be like,
they both joined on a mobile device, super reluctant to
share their screen or turn on video. And also, generally,
well, yeah, they’re fake participants... when basically
pressed for any kind of screening type of question, they
usually give something like a really, really general non-
informational answer.” —-R07

“So what we have them do is log into our website, then
mobile screen capture them screen sharing their experi-
ence. It’s pretty involved in the tech side of things. they
needed a computer to get it done. It’s not just like, you
know, you get to jump on the phone call and call it a
day kind of situation." -R07

4.1.5 Researcher perceived inconsistencies and red flags. In some
cases, based on an individual’s responses or appearance, researchers
were able to form an opinion that the participants were being disin-
genuous or deceptive. In the case of Researcher R01, a participant
reported a chronic illness that was questionable based on the partici-
pant’s age and current medical knowledge in early on-set dementia.

“But for example, someone filled out the survey, and I
see that they say that they’re 16. And they say that they
have Alzheimer’s, I'm like, ‘okay, that’s really, really
unlikely.” And it, you know, kind of makes me think,
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like, they just googled, like, what is a chronic illness?
And they kind of picked the first one.“ -R01

Researcher R15 recalled when a lab mate interviewed individuals
who did not seem to be the age they self-reported. This was an
especially challenging situation to identify what action to take since
it was difficult to verify and make sure.

“So they [my lab mate] did Zoom interviews. And there
were some people that looked older than like, they would
say that they were 15. And they didn’t look 15. They
looked much older. But again, we didn’t have any way
to verify it” -R15

4.2 Impacts of fraudulent experiences on
Researchers

Researchers reflected on the impacts of fraudulent encounters on
a personal level and on a larger scale when considering its ripple
effects on their teams, institutions, and research community. At a
personal level, researchers expressed feelings of self-doubt, anxiety,
and fear after such encounters. Beyond the personal level, they
shared concerns about not meeting recruitment requirements, loss
of funding, uncertainty of data integrity, and fear of misrepresenting
populations. We organize these as micro-level and macro-level
impacts.

4.2.1 Micro-level Impacts. Researchers shared how they started
doubting themselves and their credibility as researchers after in-
teracting with fraudulent participants. This feeling of self-doubt
was more evident among early-career researchers for whom this
experience was unexpected and overwhelming. As an example,
Researcher R10 mentioned losing confidence and questioning her
ability to design a research study after a fraudulent encounter.

“I think there’s like the personal aspect of the researcher.
Did I do something wrong? Do I not know how to design
a screener? Or like, am I as good as I think I am? Did
I ask the questions in the right way? Was I the one
confusing? Did I give them false expectations for what
they should be talking about? Like, is it me? You know,
so you go back and you look at your materials.” -R10

Some researchers expressed online safety concerns, especially
as they had to share their personal information (e.g., name, email
address) to communicate with study participants. For instance, R01
worried she was more susceptible to harassment as she had to
publically share her real name and contact information to adhere
to IRB guidelines.

“Ifeel it’s a very unfavorable position to be in because of
the type of work we do, and the IRB regulations, we have
to disclose our full names or contact information where
we work, which by extension is like where we live. And
it’s like, you don’t know anything about these people.
So, part of me worry that there’s gonna be problems
with that” -R01

Researchers revealed how they sought social support (e.g., emo-
tional, informational) to address the negativity and frustration after
experiencing fraudulent incidents. For example, Researcher R08
described that talking to her academic advisor and figuring out
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the next steps helped her cope with the situation and soothe her
worries.

“As soon as it [fraudulent incidents] happened, I mes-
saged [my advisor] and then we had a chat about it
and it helped...[the advisor] was the one who helped me,
talk me through it, and figure out what I wanted to do
to try and prevent it from happening in the future...it
kind of helped me. I guess I feel calmer.” —R08

Researchers were vocal about sharing their experiences with
their labs, departments, and institutions. They wanted to help bring
awareness, have open conversations as a community, and figure out
ways to tackle fraudulence. Researcher R07, for instance, speculated
how he would like to have a “venting platform”, where researchers
can have community discussions and develop strategies to address
fraudulence.

"I like having a place to vent about it [fraudulence] and
also contribute towards not having someone else experi-
ence the same thing I had to deal with... The more people
talk about it [fraudulence], the more aware people are
going to be about it. And subconsciously, people will
start making their questions, or more deeply analyzing
their responses, to hopefully weed out some super obvi-
ous fake participants and could maybe save them some
time in the future." -R07

4.2.2  Macro-level Impacts. Researchers described how they con-
sidered more stringent screening processes to ensure that only
authentic participants obtained access to their study. While this
worked fine for some, for Researchers working with populations
that were already hard to access, this meant an even smaller recruit-
ment pool. For example, Researcher R12 described the challenges
of making a stringent screener when working with people with
disabilities, for whom some technologies were already inaccessible.

"I can try to craft more difficult screening questions,
but also, that sometimes limits participation when we
think about people with disabilities or other kinds of
marginalized populations. Because a lot of times, a lot
of technologies are not accessible. So if I make my eligi-
bility criteria more stringent, that means essentially, I'm
excluding people with certain kinds of disabilities. ... So
I think I would probably just rely more on community-
based recruitment processes." —R12

Researchers experienced a lot of moral and ethical dilemmas
on whether it was okay to rely on their gut instincts when some-
thing said by a possibly fraudulent individual did not make sense.
Researcher R03 illustrated this dilemma by describing the range
of questions that went through her mind in an interview session.
She wondered if she was being fair, that there was something she
was unaware of. She also thought about how she might argue not
proceeding with the interview if it came to that.

“Tdon’t know if I'm being fair. If 'm dropping them from
the study, and they’re actually doing [care practice] that
are different. But, it just felt like that very strong gut
feeling of like, this is not right. This is very different
from our other participants. That’s not usually how
[care practice] is conducted in the country. But maybe
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part of me is also like thinking maybe I'm being unfair,
maybe they are actually here [in the US]. Maybe they
Jjust do a very different type of [care practice]. So how
do I argue dropping them? Can I really just drop them
because of my gut feeling that this is very different from
everybody else?” -R03

Researchers also worried about the high incidence of fraudulent
encounters impacting their ability to have good, trustful interac-
tions with participants. For instance, R06 talked about how the
researcher-participant rapport was important in qualitative work
and that it would be difficult for participants to tell their stories if
they sensed underlying mistrust from the researcher.

“I think that the presumption of fraud might impact
how participants respond to me a little bit. I think it’s
more than just [participants] sharing [their| experience,
period. It is a difficult thing to do often. And, you know,
I'want to honor that. So to me, like starting off from like
a presumption of mistrust I think maybe violates the
spirit of that a little bit.” -R06

"I think if you, as a participant, don’t think that the
researchers trust you, and what you’re saying, like why
should I tell you the full extent of my experience? Like,
what are you going to do? Like, you’re not going to
value it anyways." -R06
When probed on what would be the ideal way to ensure authen-
tic or reliable participants, Researchers expressed concerns about
potential tensions between participant privacy and invasive veri-
fication requirements. For instance, R13 and R06 both stated that
while technically participants could be asked to go that extra step
and verify who they were, it was still problematic and disrespectful.

"The low-hanging fruit would be problematic. To gather
all of the person’s data to make sure that the person is
fitting with what you’re doing, like the pattern of their
usage of whatever systems is actually matching with the
inclusion criteria that you say. That’s very problematic,
though. How are you going to allow someone to do that?
Maybe someone who’s willing to do it can do it, but still,
it has a bit of an ethical implication in doing that" -R13

“One thing that I could have done... ask folks to pull
up their profile and show that they had this [verified]
badge. Reasons I didn’t want to do that though is, I'm
not sure if that was IRB sanctioned. And also, I didn’t
want folks to feel like they had to, you know, show
me their post history. Because that seems like too far
outside of the context of my particular study.... might
be an invasion of, of some expectation of privacy” -R06

In a few cases, researchers were only able to determine that the
participant was fraudulent after the study was conducted. This
led to them losing time and also having to make decisions on data
handling. Researchers R09 and R01 both had to discard the interview
data due to uncertainty about the individual’s authenticity.

"So we ended up throwing out at least three interviews.
There was a couple that we never really anticipated
that we were going to use. If they were good, we were
going to keep them. But if they weren’t, we know what
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we’re doing. Altogether, we ended up throwing them
out" -R09

“T hated it [fraudulent event]. Because it’s like a waste
of resources, and then you can’t use that data.” -R01

Researchers expressed that fraudulent encounters often gave
them a false sense of their study progress. For instance, R03 was
initially quite happy that she had a very diverse pool of respondents,
but felt let down when she realized that a lot of them were fake.

"I think that was the worst for me to have a false per-
spective that they had a more diverse pool of people.
Because in [care domain],.. it’s a lot of white women.
It made me think I had more Black participants than I
really had, and it made me think that I had more men
participants than I really have." -R03

Another major impact for researchers was the wastage of re-
search funds. Most of the time, researchers could not prove that the
participants were deceptive and ended up having to compensate
them fully as per their IRB or compensation agreement. This was
highlighted by R06, who expressed that he wished there was lan-
guage that gave him some control over compensation distribution.

“I didn’t have any language in my screener that said
I reserve the right to withhold payment if you’re lying
about this, but I kind of wish I did.” -R06

This did lead to several researchers, such as R15, making changes
to their compensation clause on their IRB:

“We made that change after the fraudulent thing...we’re
like, ‘you have to finish the whole study to get however
much money you end up getting.” -R15

4.3 Researcher strategies for handling, reducing,
or eliminating fraudulent incidents

When prompted on how they dealt with potentially fraudulent
participants, Researchers shared several small-scale strategies they
used during the recruiting, screening, facilitating, and compensa-
tion stages of the research process. Additionally, Researchers also
revealed their hopes and aspirations for more large-scale action
relating to institutional guidelines, community support, and non-
extractive research methods.

4.3.1  Small-scale strategies.

During recruitment. Researchers shared speculations on how
they thought fraudulent parties gained access to their recruitment
material and why they signed up for research studies. The most
common speculations were; (1) easy participation with no domain
expertise or identity validation required, (2) gift cards or other
incentives being a motivator, and (3) spamming and organized
malicious behavior that is expected in online studies .

With these possibilities, some participants discussed tracking
recruitment at the source, especially when social media is involved.
R06, who determined that when their study was shared on Facebook,
their fraudulent responses spiked up:

“So I think the couple of participants who were not par-
ticularly informed on the topic came from Facebook,
and I didn’t post on Facebook at all. I did allow for
snowball sampling, that made me think that maybe it
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was coming from, like a Facebook group where people
share studies or whatever, which again, in itself is fine.
But that was maybe a little bit of a red flag for me, I
think.” -R06

Another suggestion at the recruitment level was to limit publicly
available compensation information, although this generated some
Researcher dilemma on whether this was the right thing to do.
R06 expressed this dilemma when he contemplated not sharing the
specifics of compensation until a participant was sent an informed
consent.

“If I were to do this again, and I will at some point, I
think I would [choose not to disclose specific compensa-
tion information]. And I feel shitty about this, frankly,
because it feels deceptive to me. But I would say that
in recruitment materials, it would be a paid study. But
I probably wouldn’t disclose the terms of the payment
until the actual informed consent document, maybe I
don’t know if that’s IRB approved.” -R06

During screening. The screening survey was where the majority
of our study participants reported making active changes to combat
fraudulence. Participants relied on a number of survey-captured
parameters to check participants. For example, Geolocation, time
zones, and IP addresses were used to determine if participants met
study specifications. Researcher R15 narrated an incident where
she realized that participants were unable to access her diary study
because they were in a timezone that did not correspond to their
reported location.

“..that’s how I found out because I realized that these
people were not in the correct time zones, like in the US
time zones, because the app, the survey wasn’t opening
at the time that it was supposed to open.” -R15

Similarly, R04,R11, and R15 used collected IP address information
to ensure that the survey respondents belonged to the geographic
area they were recruiting from.

Another strategy used was the inclusion of a qualitative or open-
ended question to gauge respondent’s response quality and richness.
Although R03 did not do it for her study, she shared that, in the
future, she would consider including a question that required par-
ticipants to share contextual knowledge on the study topic.

“It’s just more like asking a more elaborate question in
the screening survey, like, ’tell me how you feel about
the [care practice] that you go to?’ And then from there,
you can already have an idea..” -R03

RO3 also elaborated that it would not be grammar or extensive
detail she would be looking for, but thoughtfulness and authenticity
demonstrated through familiarity with the practice. Other strategies
included having a CAPTCHA (R11, R15) and checking survey time
completion (R15).

During research session. Having to interact and carry out a re-
search session with a possibly fraudulent participant proved to be
a difficult experience for some researchers. According to R05, “it
was like pulling teeth. It was just a painful interview,” due to these
individuals not having any interest or specific examples to bring
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up. Additionally, Researchers were unsure how to handle the sit-
uation, especially when there is no correct or ethical way to end
the session. R03, stated, “Because I cannot really judge people, I can-
not really just drop them from the study” to recount this dilemma.
Staying within IRB protocols (especially in the case of academic
institutions) was another tricky balance to maintain. For instance,
RO5 also highlighted that even a suspected fake participant needed
to be compensated as per their institution’s standard IRB guideline.

“Part of the constraints in play here is, with how our

interview protocol is currently written. As soon as the in-

terview starts, and the participant consents to it, they’re

getting paid, right? They can back out at any point. We

still compensate them. Even if they’re fraudulent, we

still compensate them, like all of the criteria have been

met for them to be compensated.” -R05

Due to these challenges, Researchers employed strategies to re-
check participant eligibility and also stall or buy more time if needed.
For instance, R08 relied on re-asking demographic information
before the session started recording.

“And that’s also when I moved the demographic ques-
tions to the front. So that I could ask people details about
their [condition] upfront before doing anything else in
this study, and just double check eligibility criteria be-
fore I started.” -R08

This re-asking created a way for Researchers to present evidence
(if any) on why the participant was ineligible for the study (R15)
and end the session before proceeding further.

In other cases, researchers stalled or gathered more time to think.
R04 described an incident where a fellow researcher had to fake
a personal emergency to communicate to the rest of the research
team that something was wrong.

“He [fellow researcher] ended the call by making a fake
emergency that happened just to connect with the rest
of the team because he realized something was off. Oh,
and he immediately brought it to our attention through
[messaging platform]. And then the PIs and everyone
was on the case” -R04

R15 had a similar experience, where she realized during a call
that the participant was being deceptive. She then ended the call
citing technical issues and once her suspicions were fully confirmed,
emailed the participant that they were not eligible for the study.

"I was like, Oh, that’s weird. Well, let me go talk to my
tech people, and I'll get back to you. Because that’s when
it confirmed my hunch. And so I ended the call. And then
what I did was after I verified, yeah, this participant
was fraudulent.” -R15
In these examples, stalling was done to either consult with a
mentor or re-check the data and confirm the suspicion.

During compensation. In most cases, Researchers had to com-
pensate suspected fraudulent participants fully even if the session
ended quickly and the collected data was unusable. This was espe-
cially the situation when there was no hard evidence or grounds
to determine fraudulence. Upon going through many such partici-
pants, some Researchers explored strategies such as asking for a
physical address. For instance, R02 asked, “can you share with me
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an address? What if I have to mail your gift card?" R02 described
that this led to the fraudulent participant sharing more suspicious
data; “And she shared a very generic address, like on Google it did
not look like a residential address or something.” R04 also talked
about asking for an address so that a cheque could be sent to the
suspicious participant. R04 thought if participants strongly insisted
on digital payment, that would trigger a need for a closer look.

RO03 had a different strategy of partial compensation. She de-
scribed an incident where she had to tell a participant, who proved
to be deceptive about their location without a stable network con-
nection, ‘I’'m sorry, I'll have to cut the interview short, but we’ll pay
you half of the gift card”. However, this was only possible because
it was part of their IRB protocol that participants be compensated
half the incentive in the event the session was stopped or ended
abruptly.

4.3.2 Large-scale strategic action.

Validating HCI research participants. A key challenge for HCI
online research studies, identified by Researchers like R10, is that
HClI researchers tend to recruit participants from the general public,
such through social media, online forums, or mailing lists, without
validated mechanisms to prescreen participants. This was also high-
lighted by R13, who contrasted HCI research with clinical research
and shed light on the risks associated with recruiting from any
source and without any validation.

“They [clinical researchers] don’t recruit from Craigslist,
like we HCI and computing researchers do or maybe
some humanities or social science researchers might do
this as well. But I don’t think clinical people really do
this. So that might be our challenge, as HCI researchers,
kind of used to studying general populations, it doesn’t
matter that it comes from a specific site. And so we’re
so used to just recruiting from any source. And we don’t
quite think about validating it.“ -R13

When probed about the future of research and technology with
regard to handling fraudulence, Researchers contemplated valida-
tion technologies and strategies. For instance, R01 described the
possibility of third-party mediation platforms doing identity verifi-
cation checks.

“I could envision something that’s like a third-party plat-
form. And it verifies the participants’ identity without
necessarily sharing that with researchers. Like, we don’t
need to know their full name or address... But it would
be good for someone to verify that, some independent
group or intermediate person.”. -R01

R10 speculated on the possibility of "verified participants”, similar
to the verified badges on social media profiles (e.g., blue check
marks), However, potential participants may not have the incentives
to sign up for pre-verification. Even so, R10 stated that it could
still be an option for people to verify their profiles, especially on
recruitment service platforms.

“Give people that option. It’s like verified profiles any-
where, a little bit more trustworthy. ... We don’t know
who these users are. So if you ask them to verify, you
might get, okay, you actually are this person, you actu-
ally are that person. “~R10



CHI ’24, May 11-16, 2024, Honolulu, HI, USA

Lastly, Researchers, such as R16, acknowledged that technologies
and platforms that perform verification do exist, however, they are
not always accessible to researchers in academia.

“Yeah, like there are other platforms that industry people
use or other kinds of platforms that they kind of verify.
They have a pool of participants, and they are kind of
verified. They have different background information
from them. It’s really easy to collect data, but it’s expen-
sive for researchers in academia to use those platforms.
So I hope in future, that kind of platform will become
more accessible to everyone.” -R16

Communicating credibility of research in publications. Researchers
also talked about fraudulent participants within the context of in-
tegrity and credibility of the research, and how that might be com-
municated in academic publications. For instance, R15 experienced
a high number of fraudulent participants through social media and
chose to completely drop social media as a recruitment source. She
detailed her skepticism towards online recruitment and expressed
that she felt proud of her own research because of the effort she
took to get "real" participants:

“It’s hard when you have these people trying to play you.
But at the same time, it makes me value my research
a little bit more too because now I've gotten more old
school on how I recruit. I'm like, my research is unique.
Because I know that I have real participants and that
I’'m taking the time to actually recruit these people. Like
there’s intention behind my research.” -R15

When probed further, she highlighted that emphasizing her re-
cruitment methods was a way of communicating the credibility of
her research and showing that her data was real.

“Basically what I do is just, I describe my recruitment
methods. So for example, in my [study name] paper...where
I was recruiting [research sample]. I clearly delineated
that I reached out to different organizations to recruit
these [participants] and through contact lists from indi-
viduals that I knew that they would give me. -R15

Researcher R09 conveyed that she and her research team felt it
was important for the research community to know about fraudu-
lent incidents and described that they dedicated a full section to the
experience in their published work. R09 further emphasized that it
was important to be heard and to know what could be done.

“The paper ... had a section of, hey, we ran into fraud-
ulent participants, this is what happens, this is what
we did because we did think it was important for the
community to know that, one if you’re experiencing
this, you’re not alone. And if you do start to come across
this, here’s some things you could do.” -R09

More ethical guidelines geared towards handling fraudulent par-
ticipants. The Institutional Review Board (IRB) came up in conver-
sation as researchers discussed the need for more guidelines when
handling fraudulent participants. For instance, R08 expressed that
it would be beneficial if the IRB had a mechanism to proactively
share fraudulence-mitigating measures with researchers as they
submitted their protocols.
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“I guess what would be helpful would be proactive stuff
ahead of time, in terms of like, 'Have you considered
this in this protocol?’, or, "Here’s some standard things
that we do, as part of online studying protocols, XYZ
to ensure or to cap fraudulent behavior’ ... And here’s
what to do if you encounter it, things like that.” -R08

RO1 echoed this expectation and expressed needing advice on
the ethics of compensation when the participant did not fulfill their
part of the research participant agreement.

“For example, how to verify identity, perhaps in a non-
invasive way? For example, what are the expectations
for compensation if you find that someone lied to you
about something that affects their eligibility for the
study?” -R01

RO1 further added the critique that IRBs are more geared towards
protecting participant interests and pointed out that with online
research, the researcher could just as easily be at the receiving end
of harm.

“Because rightfully so, the IRB is very focused on pro-
tecting participants. And that’s obviously important.
And I think there is always a risk of that. And that is
our responsibility. But I also think that we encounter
some risks by putting our identities out there, and our
institutions and all of that. So I don’t know exactly what
I would want the IRB to do about that. But I hope that
there’s more discussion and direction...” -R01

In contrast, Researcher R13, who did not have to compensate
their fraudulent participant, talked about how she did not think to
involve their IRB as there was no harm done other than time being
wasted.

“Ididn’t think to report it to the IRB, maybe I should now
that I think of it. Because it didn’t cause any harm. It’s
not like I caused harm to them, they cause harm to me,
but it’s not quite harm. I didn’t give them the money so
there is no fraudulent activity. It’s just wasting my time.
And it’s their attempt to fraud. But the actual fraud
activity did not happen, right?” -R13

Overall, this points to a lack of clarity on the IRB’s responsi-
bilities towards researchers and how harm is assessed in research.
These gaps may need to be addressed to refine ethical guidelines, es-
tablish protocols on when to involve the IRB, and provide researcher
support when experiencing fraud.

Non-monetary compensation and research study participation as
gig work. Incentives were the most commonly cited reason re-
searchers speculated why fraudulence occured. Researchers talked
about their experience with non-monetary compensation and re-
ciprocal value exchange (an idea derived from the organizational
theory of mutual aid [49]):

“So in those situations, we did this with the older adults,
it’s all about relationship development. So what we did
with the older adults, before we even interviewed them
for the study, is we went to that senior center every
week for two months and played games with them. And
got them to know that we’re just not there to pick their
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brains, take data from them, make them feel like a
guinea pig and leave. “ -R10

In addition to spending quality time, R10 also emphasized how
sharing the outcomes of the research (e.g., a published paper) was
part of this relationship development.

“It’s another value prop. Right? You can see the results of
this research because I think that’s the other disconnect
that people have. Like they give to a research study, and
they never know the result. So if you can share that
results be like, hey, you know what, you informed the
science.”” ~R10

In contrast to this, some Researchers strongly believed all work
should be paid as it is labor, even if fraudulent:

“Taking surveys, being part of interview studies, that’s
definitely a type of work. This is labor that everybody
provides. And I guess that is an underlying ethos that
I bring to my interviews, maybe why I also feel that
people should be paid if they participate, even under
fraudulent purposes, but maybe give truthful informa-
tion that can be helpful to the study, because it’s labor
that they provide that we need and that we’re grateful
for, and so therefore, it should be compensated.” -R11

This was also echoed by Researcher R06, who felt that compen-
sation was a form of respect for people’s time.

“I strongly believe in compensating people for their time,
you know, respecting norms of privacy, and stuff like
that. So, like the broader HCI community, at some point,
had a whole thing about Mechanical Turk workers, for
example, where people were paid roughly less than min-
imum wage. So I wanted to avoid a situation like that
because I don’t think that’s fair” -R06

Overall, this highlights a challenge with large-scale strategies
geared towards incentives. If substituted with only value, it might
work for some populations, but might be unethical to others who
desire or need resources for their time.

5 DISCUSSION

Through our interviews, we learned that qualitative HCI researchers
dealing with fraudulent participants had challenging and frustrat-
ing journeys where they had to stay alert, take note of inconsis-
tencies, figure out the next steps, and plan escape routes and miti-
gation strategies, all the while doing research. Being responsible
researchers with commitments to data integrity, ethics, and fairness
added another layer of complexity and nuance to their experiences.
This all contributed to significant cognitive burdens and emotional
turmoil for researchers, who ended up questioning their credibility
and going through feelings of self-doubt and imposter syndrome.
While it is difficult to stop such issues from happening altogether,
through our work, our goal is to bring awareness and provide in-
sights to the community on how to prepare for such experiences,
alleviate feelings of isolation, execute best practices, and support
each other.

In this discussion, first, we share a synthesis of researcher-shared
narratives of fraudulent incidents, with suggestions on how to ad-
dress the issue and what to be mindful of when addressing the issue.
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Second, we reflect on how additional training for trust, respect, and
bias checks is critical to ensuring all stakeholders in the research
enterprise are treated equitably. Third, we encourage the commu-
nity to create emotional and informative spaces for researchers,
especially those who are junior or early-career.

5.1 Guidelines for handling fraudulence in
qualitative studies, with an emphasis on
checking for biases

While quantitative methodologies, like surveys, have well-adopted
guidelines and validity checks to minimize threats to data integrity,
there is a knowledge gap when it comes to fraud in qualitative
research studies. Flicker [19] highlights how qualitative researchers
rely on participants being honest and trustworthy, and when there
are outliers, it leads to confusion and questions for researchers on
whether that data can be used. They present the cynic, skeptic, and
seeker approaches, which correspond to (1) excluding the data (data
is not trustworthy), (2) including select pieces of data (consider the
data with a “grain of salt”), and (3) including the data (all data is
a story to tell). These approaches may be used to critically evalu-
ate whether to keep the data, however, researchers still have the
responsibility of assessing and preventing potential harm to the
population being studied. Roehl and Harland [62] comprehensively
document their experiences with “imposter” participants during
various phases of the research process and recommend precautions
that catch potentially unreliable data. Their work also highlights the
risk of misjudgment, specifically that it is possible for a participant
to yield unsubstantial or poor-quality data without actually being
an imposter. This delicate balance of implementing anti-fraudulent
checks and strategies whilst also being careful about misjudging
participants is an ongoing challenge for qualitative HCI researchers.

It is also to be noted that our research contrasts with some of
known research on fraudulence as it does not take an autoethnog-
raphy approach, but instead collects feelings and frustrations from
a diverse group of researchers. This shed light on how some re-
searchers felt more uncomfortable or more unqualified than others
(also imposter syndrome) to make decisions related to participant
removal. All of these point to a need for concrete guidelines that
not only help researchers actively check for fraudulence, but offer
a few different ways of addressing the issue, facilitate continuous
reflections on each action, and make a conscious effort to check for
risks and biases.

We argue that, as a collective, it is crucial for the research com-
munity to work towards developing such guidelines, especially
with the extensive magnitude of qualitative research that is now
conducted online. As a step towards this, we summarize our em-
pirical research and create a set of fraudulent scenarios, examples
that illustrate the scenario, recommended guidelines on what re-
searchers can do, and possible tensions and concerns to be mindful
of. Our hope is that this set of guidelines, shown in Table 2, can
serve as an evolving checklist for qualitative researchers within
HCIL
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Table 2: How can researchers prepare themselves for handling fraudulence in online qualitative studies?

Fraudulent Scenario

Examples

Researcher Guidelines

Tensions or concerns to keep in mind

Data Mismatch: A participant’s re-
sponses during a research session
are different from what was self-
reported or collected during screen-
ing

- The participant says their age is 26,
however, they entered 32 when they
filled out the screener survey.

- The participant says they are call-
ing in from their home and it’s nighttime,
however, according to the screening tool,
they are located in the US where it’s
supposed to be daytime at the time of the
interview.

- The researcher could re-ask additional
questions from screening and compare the two
responses to see if the participant is getting
most of them correctly.

- In the case of non-fraudulent partici-
pants, this would give them a chance to correct
themselves. However, if the participant is
fraudulent and makes multiple mistakes, it can
serve as evidence of the issue.

- If the researcher has reached a stage
where it is clear that the participant is being
deceptive: the researcher can end the session
citing ineligibility or back out from the inter-
view and then later get back to the participant
via email

- Abrupt ending of interviews can lead to
hostile situations, such as the fraudulent
participant becoming agitated or assertive
about compensation. If there is such a risk, it
might be better to end the session politely and
follow up via email to document any potential
abuse.

- The researcher should always keep the
target population in mind and be aware of
explainable data mismatches (e.g., a participant
transitioning their name or gender may result
in data mismatches between screening and
participation)

- The researcher has to be careful and
only deem a participant ineligible if there is
clear evidence of a data mismatch.

Poor Data Quality: A participant
has little to no context on the study,
and cannot answer questions with
specific details. There may also be
significant stalling (trying to keep
the session going) and resistance.

- The participant is asked contextual
questions on a practice they self-reported
as highly skilled at. For example, if the
practice is crocheting, they are unable to
talk about how they crochet or what type
of yarn or hooks they use.

- The participant who signed up for
a study for chronic illness patients cannot
say how often they get care or what kind
of medication they take.

- The researcher could keep questions that
confirm knowledge about the study context
at the beginning of the session. If participants
do not produce sufficient information or are
unwilling to talk, the session could be ended
early with partial compensation as an option.

- There is no clear evidence that the participant
is fraudulent. Participants may not be able to
express to the researcher’s preferred detail
or participants may be guarded about their
experiences.

- The researcher should strive to give partic-
ipants the benefit of the doubt and be respectful.

- The researcher also has to be cognizant
of any biases influencing their judgment so as
to not unintentionally exclude certain people
or populations

Uncooperative Behavior: A par-
ticipant is unwilling to do the study
procedures and tries to get through
the session with minimal effort.

- The participant is unwilling to share
their own video or screens.

- The participant explains that they
cannot do the study through a web
browser when it’s necessary for the user
testing required in the study.

- The researcher should include all study expec-
tations and eligibility criteria in the recruitment
materials and remind participants that not meet-
ing the inclusion criteria at the time of the ses-
sion could lead to rescheduling or ending the
study.

- In the event the recruitment or ethics materials
are not explicit about video sharing, it could be
considered a breach of privacy if participants
are asked to turn on their video (especially
when triggered by the researcher’s suspicion).

- The researcher should be aware of the
technology and resource limitations of the
target population (e.g., if a participant is using
a public computer at the library, they most
likely will not be able to install software).

Suspicious Identity: A participant
has a generic email, cannot be found
online, or does not have an expected
public presence. They may also not
remember the name they signed up
for the study with.

- The participant signed up for the study
as John Doe but introduced themselves
by a different name during the study.

- The participant signed up for the
study and indicated that they are an
experienced Project Manager from a
large tech company, but they have no
public presence (e.g., no LinkedIn profile).

- The researcher can choose to recruit via
snowball sampling or through authenticated
participant repositories.

- If a researcher suspects identity misrep-
resentation, they should not include the data in
their analysis because it could introduce biases
and inaccuracies in the data. They should
report how many fraudulent participants they
did not include in the data analysis.

- Snowball sampling may not reach a wide
range of people.

- Authenticated participant repositories
may be inaccessible to the researcher or require
payment for use. Such repositories could also
include a pool of professional participants
which may impact the study [15].

- The researcher may be faced with a sit-
uation where they have to prioritize protecting
the population vs. achieving data saturation.
(eg., a researcher may be trying to meet an
ideal sample size, but if they find that the data
is fraudulent, they have to make decisions that
don’t cause harm to the population, even if that
means discarding the data).

High Response Rate: A partici-
pant is filling out multiple screen-
ers, not really paying attention to
screener questions, and using fake
information.

- The participant becomes part of the
researcher’s list by bombarding their
screener with different names, random
entries, and qualitative data points pulled
from the internet.

- During the screener survey design, the re-
searcher can include attention check features,
qualitative open-ended questions, and data tri-
angulation mechanisms (asking the same ques-
tions differently to see if they have different
answers).

- Multiple fraud-prevention measures used con-
currently may make the screener burdensome
and result in fewer responses.

- Fraud-prevention measures on the sur-
vey are extra effort for the researcher.

- Fraud-prevention measures at the screener
survey level are not foolproof and there is a
good chance that fraudulent participants might
learn and figure out ways to get past such
checks.

Red Flags caught by Researcher
Judgment: A participant exhibits a
number of odd characteristics that
stand out to the researcher.

- The data or context provided by the
participant does not match with what
is the norm or what is known to the
researcher (the expert in this case).

- The participant gives disingenu-
ous responses or appears to be lying, but
it is challenging to prove.

- The researcher should tread very carefully,
stall where possible, and consult with mentors
or experts.

- The researcher should periodically check their
biases [48] and regularly engage in implicit bias
workshops that provide actionable activities to
address one’s biases [51]

- The cognitive burden on the researcher will
be high in such situations due to the unknowns
and having to deal with the situation on the
spot.

- There is a strong risk of misjudging a
participant.
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5.2 Open questions and recommendations for
facing the impacts of fraudulence

Our study highlighted several impacts that require further consid-
eration and action by the HCI research community. This is espe-
cially critical as these incidents may become more frequent, and
researchers and institutions may not have templates, mechanisms,
or protocols in place to address possible consequences. We list our
open questions and recommendations below:

5.2.1 Researcher wellbeing and creating spaces for its discussion.
In HCI, researcher wellbeing has received some acknowledgment
recently [18, 72], but not much as participant wellbeing [47]. Par-
ticipant wellbeing is a key part of the ethical approval process for
most studies, whereas researcher wellbeing is considered when the
researcher is working on sensitive topics, where there is a risk of the
researcher having an emotional response to the data [43], or when
one’s work is largely individual; thus errors can be "internalized
as a personal failing” [68]. In our study findings, we were witness
to a spectrum of researcher emotions and feelings - some felt inad-
equate, others experienced self-doubt, feared for their safety, and
also felt anxious about their study progress and ethical responsibil-
ities. While many of them had personal and professional support
systems, it brings the question of how we can support researchers
and where in the ethical review process researchers fit in.

From the ethical review process, researchers voiced concerns
about safety because ethics materials (e.g., informed consent, re-
cruitment materials) typically list the researchers facilitating the
studies. Institutions, ethics boards, and principal investigators of
the research must be aware of these safety concerns and have a plan
in place on how to investigate and respond to such threats to safety.
One possibility is to work with the ethics board and publicly list a
research group as the contact and only include personal researcher
identifying information in internal documentation. Overall, until
researcher safety is part of ethics approvals, principal investigators
must ensure the entire research team understands how fraudulent
participant encounters will be dealt with throughout the study pro-
cess - validation, communication, study facilitation, compensation,
and data analysis - and include support mechanisms for adversely
impacted researchers.

In terms of socio-emotional support, Vilaza et al’s review of
ethics in SIGCHI highlighted “counseling, group discussions, and a
healthy work-life balance” as ways to support researcher wellbeing
[50]. At an institutional level, such interventions are still fairly
general and mostly offered as a reminder of the risks involved and
where to get support [47]. While this is useful and essential for
researchers in sensitive contexts, the experience of facing fraudulent
participants brings up some new and distinct challenges - from a
training, mentoring, and individual perspective.

5.2.2  Mentoring, Training, and Community Responsibilities. Even
if institutional support is available, researchers implied that there
may be stigma in seeking such support because it would require
acknowledging what happened in their study. We advocate for
proactively reframing failure in HCI training with a constructivist
lens [52] where research is recognized as an "error-prone practice"
that we iteratively learn from the challenges we encounter. HCI
practitioners and researchers should develop a culture of sharing
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failures challenges, reflection, and knowledge. Similar to [68], who
explored failure in one’s creative process, in the case of working
with fraudulent participants, we encourage the CHI community to
document experiences and best practices through case study publi-
cation mechanisms. Training programs should integrate "guardians
of practice" [68] to identify how researchers can alleviate challenges
they may encounter. For example, in creative practices, artists’
guardians may include completing project parts out of order and
creating pieces that are anticipated to break. An equivalent in qual-
itative research would be to acknowledge that there may be fraud-
ulent participants and not count participants until all the data have
been cleaned, thus recalibrating expectations based on the final data
set. We should aspire to create a community where disseminating
challenges and mitigation strategies is celebrated and recognized
similarly to research contributions.

Senior researchers have added responsibility in this space of
training and mentoring. What may seem like a failure to a junior
person may only tacitly be acknowledged by a senior person be-
cause of their experiences [68]. Beyond acknowledging these expe-
riences when they happen and helping researchers create guardians,
HCI researchers and practitioners should consider publicly having
a "failure resume" [64]as also advocated by [32] with a section doc-
umenting study challenges. For example, a senior author would
include, "Budgeted for 100 participants; received 981 responses
in under 4 hours; some data looked suspect; worked with IRB to
create validation measures; only 15 participants passed validation
measures; 14 participants enrolled" In this example, we see our
colleague’s challenges (misjudging budget, participant recruitment,
and validation) and how they rectified them (working with IRB and
creating validation measures). If senior researchers do not recog-
nize and share these challenges, junior researchers may internalize
these challenges as personal failures, which could impact their
socio-emotional, physical, and professional health.

A prevalent theme in our findings was the doubt researchers
had in their abilities as HCI practitioners after they interacted with
fraudulent participants - despite their training and past successes
as HCI researchers. These "imposter syndrome" [11] feelings may
deter women and underrepresented groups in computing more
than other demographics [40] and create a backslide in scientific
progress. Traditionally, the computing community has addressed
imposter syndrome by organizing panels where women share how
they powered through these feelings [60]. However, the effective-
ness of these panels is questionable when external signals, such as
implicit bias, microaggressions, and toxically overconfident work
environments, still exist and are key triggers for feelings of inad-
equacy [30]. In this work, we identify another external signal -
interaction with fraudulent participants - that, unlike our work en-
vironments and behaviors, is even more challenging to address and
out of the research community’s immediate control. We implore
the CHI community to continue improving our work environments
so that when a colleague encounters an external signal that we
cannot control, they are not overwhelmed by their regular work
environment and can focus on the mitigation training and continue
contributing to our community.

One area of training that will need further investigation is how
we can train researchers to be aware of fraudulent participants
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without being biased. A person can speak with an accent that dif-
fers from the country they live in. Individuals may have to travel
to another country while participating in a remote study. How
can we balance a researcher’s judgment and confidence in their
abilities while also protecting participants? After a researcher has
a distressing experience with a fraudulent participant, how can
we build up their trust with future participants? One promising
method is reflexive journaling, which is the practice of journaling
throughout the research to improve reliability, check for biases,
and engage with emotions that surfaced during the research pro-
cess [69]. Reflexive journaling has in the past been recommended
to researchers working in sensitive domains as a way to process
their emotions and values when doing research work that may be
distressing, power-dynamic led, and unsettling in relation to their
own personal feelings on the topic [43]. While much research is
needed to consider its application in contexts of fraud, we speculate
that it may be a method that is helpful for researchers to self-reflect,
document, and protect their emotions.

5.2.3 Suspected fraudulent data and its handling. Responses on
what to do with qualitative data coming from a suspicious individual
were varied in both our study and prior research. For instance,
Flicker’s cynic, skeptic, and seeker approach largely relied on the
researcher, their judgment, and discretion [19]. In our study, we had
researchers studying marginalized populations who were extremely
concerned about bad data doing harm and misconceptualizing real-
participant experiences. This brings up questions on ethics and
protocol questions on data handling — should the data be discarded,
kept, or reported?

Researchers from the participatory health community discussed
this challenge and proposed the possibility of an “online imposter
participant protocol,” that establishes the level of suspicion required
to remove potentially suspect or unreliable data [61]. Our research
also highlighted situations where there was actual evidence of fraud-
ulence and situations where there was an unconfirmed suspicion.
We encourage the CHI community to expand on this recommenda-
tion by sharing protocols for identifying fraudulent participant data
and data handling corresponding to the identified risk (e.g., [33]).
We also advocate for additional training geared towards researchers
so that CHI researchers are better equipped to identify, flag, and
act upon such decisions.

5.2.4 Implications for recruitment. Many Researchers discussed
how their online study experiences with fraudulent participants
motivated them to consider alternative recruitment methods, such
as local or community recruitment (eg., R01, R03, R06). They are not
alone in assuming online methods increased fraudulence [31, 63].
When deciding where or how to recruit, researchers must carefully
consider their inclusion and exclusion criteria in relation to the
context of the recruitment method they choose. For example, on-
line recruitment methods can decrease barriers to entry for diverse
and geographically-distributed populations while increasing time
and cost-effectiveness (e.g., easier advertising and enrollment) [24].
Whereas in-person recruitment methods may provide easier valida-
tion, they are impacted by local demographics (e.g., college towns
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that have higher education, lower income, and lower diversity than
national averages®*) and infrastructure (e.g., transportation).

Similar to online recruitment methods, researchers should care-
fully track how in-person participants learned about their study to
identify methods that yield more fraudulence. Sefcik et al. [65]
shared how when one participant shared their study opportu-
nity (i.e., snowball sampling), they received a lot of fraudulent
responses. Likewise, Flicker [19]’s work reported fraudulent partic-
ipants learned of their study from a poster in a community space.
In some instances, participants may meet inclusion criteria, but
they may enroll in the same study multiple times at different sites,
commonly referred to as "professional subjects" in medical commu-
nities, which has been shown to adversely impact study outcomes
[45, 66].

Another recruitment approach is to validate participant identities
when enrolling them in research. This is not an entirely new idea,
existing participant registries or services such as Optimal Workshop
[73] do this for UX research recruitment, and MyChart [20, 25]
for health and clinical research recruitment. The caveat of such
established recruitment pools or services is that they may not be
equally accessible to researchers, especially if payment is involved.
From a study design perspective, researchers must consider if they
would allow participants to be concurrently enrolled in multiple
studies because it could be challenging to tease out what study
intervention is responsible for which outcome. When researchers
use participant registries, they should check in on participants to
assess risk and beneficence [34].

Recruitment with non-monetary incentives was suggested by a
Researcher in our study as a way to get participants who were gen-
uinely interested in research. Specifically, the Researcher suggested
reciprocal value exchange, the idea of research being less transac-
tional and more value-driven, through social change or relationship-
building [49]. This is also comparable to Citizen science (CitSci)
projects, which encourage members of the public to participate
in research “for selfless reasons, rather than for monetary reward”
[71]. This however comes with its own tensions around fair com-
pensation for participant time and effort. Conversations around
research participant compensation have been intensely debated
in HCI [9, 54] and other adjacent fields. On the one hand, there
is opposition to compensation, calling it a coercive practice and a
violation of research being voluntary [36]. On the other hand, there
is the counter stance that human subjects are essentially workers,
and the work they do should also have similar legal protections
and appropriate pay [41]. We anticipate that with these themes of
fraudulence, recruitment sources and compensation structures will
need to be more systematically evaluated against how conducive
or unfavorable they are to fraudulent actors.

5.25 Spreading awareness and being transparent in academic pub-
lications. There is currently little research on the expectations of
reporting fraudulent influences on qualitative data integrity when
publishing. In our study, we came across researchers who believed
that the broader research community should know of such inci-
dents as a way to learn from them and not feel isolated. This is in
line with the movement towards “open science” practices where
“increasing public access to science, redressing democratic inequalities

“https://www.americancommunities.org/community-type/college-towns/
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in knowledge access, or making scientific collaboration more efficient
[6]. It is also to be noted that the open science movement has been
more geared towards quantitative work, as qualitative outcomes
are by definition not meant to be replicable [46]. The exception
is when methods or best practices come into play, which is what
we suggest here. By being open and transparent about fraudulent
participants, suspected data integrity, and decisions made in re-
sponse to these incidents, we could help advance the knowledge
of the research community and work towards better credibility.
Conferences, journals, and other publication venues that provide a
platform for discussion and reflection on qualitative research prac-
tices could serve as strategic locations to improve knowledge across
the communities. To that end, we invite our peers and members of
the research community to start sharing their fraudulent encoun-
ters, how they affected or shaped their research outcomes, and what
learnings could be useful to the research community. We believe
this could be an effective and timely first step towards a better
repertoire of tools, strategies, and guidelines for HCI researchers.

6 LIMITATIONS AND FUTURE WORK

Our work has several limitations. First, the majority of the recruited
researchers, especially all of the senior researchers, identified as
women. This may be because, in computing research, while women
are historically underrepresented [70], there has been increasing
representation within academia as shown in conference publica-
tions [12]. HCI, as a subfield, has also been known to hire more
women faculty than other subfields, such as software engineering,
systems, and programming languages [35]. As a result, our study
may not represent the experiences of researchers with other gender
identities. A second limitation is that although we aspired to recruit
researchers across academia and industry, the majority of our par-
ticipation was from academia. It is possible that this is because we
required that researchers provide an affiliated email as a validation
check in the screener. Indeed, an industry researcher contacted a
co-author acknowledging the work was important, but could not
participate because they were uncertain whether such participation
aligned with company policies and had concerns about asking. Fu-
ture studies can overcome this limitation through more systematic
approaches, such as having a non-disclosure agreement (NDA) in
place or purposive sampling. In addition, industry researchers often
use validated participant pools, thus they may not encounter fraud
as often. A third limitation is that our study was based in the US.
This was an intentional decision as we were not equipped to handle
anticipated differences in the review processes, ethics committees,
and terminology across different countries. Therefore, it is likely
that the experiences of other countries and how they handle po-
tentially fraudulent actors differ from our findings. The similarities
and differences in how other countries experience fraudulence and
conduct research when compared to the US will determine how
transferable our findings may be to their experiences.

We are excited about sharing this work with the HCI commu-
nity and look forward to the reactions and steps that emerge from
it. Additionally, we are hopeful that future research will extend
and investigate in more detail outstanding questions and underex-
plored themes. For instance, our work focuses on the researcher’s
perspective, particularly how researchers identify, assess impact,
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and strategize when faced with fraudulent individuals. However,
such fraudulent experiences can have an impact on the whole re-
search ecosystem, including researchers, fraudulent participants,
and real participants. Many Researchers in our study hypothesized
that fraudulent behavior was motivated by financial incentives, so
it is possible that individuals may perceive such participation as
a way to earn income rather than cause harm. A key tenant of
qualitative research is to listen with empathy [22], and acknowl-
edge that oftentimes the lived experience of the participant (fraud-
ulent or not) is different from that of the researcher. Therefore,
researchers should investigate how to embed empathetic training
into our qualitative processes and fraud detection mechanisms
so that all participants, independent of fraudulence, are ethically
treated. Additionally, there is a need to examine the impact of
fraudulence validation on well-intentioned or real participants. For
instance, researchers’ prior experience and biases could influence
how they consider and determine fraudulence. Future research
should investigate systematic bias assessments that supplement
fraudulence-mitigating strategies or measures.

Finally, we anticipate that with rising forms of technical de-
ception, such as through Al deepfakes and facial filters [23, 27],
it may be possible for fraudulent individuals to make use of Al
technology to distort their identity even further. Advancements
in ChatGPT and other generative Al tools could also facilitate the
creation of authentic-seeming text entries and images. Thus, future
research should also consider the variety of technology-supported
fraudulence that can occur in qualitative research.

7 CONCLUSION

In this study, we use the term “fraudulent participants” to describe
individuals who intentionally misrepresent their identities and expe-
riences to meet the inclusion criteria of qualitative research studies.
In an effort to understand this phenomenon and form better guide-
lines and tools, we interviewed 16 qualitative HCI researchers on
their fraudulent encounters. From our analysis, we contribute to an
understanding of (1) the patterns and characteristics observed by
researchers that indicate fraudulent behavior, (2) the impacts felt by
researchers on a personal and professional level, and (3) small-scale
and large-scale strategies that may be implemented to circumvent
fraudulence. We synthesize these findings and produce a guide for
qualitative researchers on how to handle fraudulence at various
stages of the research process. We then close by reflecting on how
as a response to such incidents happening, we as researchers need
to adapt and grow our knowledge on topics such as researcher
wellbeing, mentoring, data handling, recruiting, and transparency
in academic publications.
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